Anti-Money Laundering,
Sanctions & Countering of
Terrorist Financing Policy

Introduction

IDB is committed to highest
standards of Anti-Money Laundering
(AML) and Countering of Terrorist
Financing (CTF) measures. The
members of the Board, Senior
Management and all employees are
required to adhere to these standards
to protect IDB and its reputation from
being misused for money laundering
and/or terrorist financing or other
illegal purposes.

IDB, being an Egyptian entity,
regulated by the Central Bank of
Egypt, adheres to all the applicable
laws and regulations including the
AML and CTF requirements.

The requirements mentioned in this
Policy Statement are based on:

Egyptian Money Laundering and

Terrorist Financing Combating Unit

e The Anti-Money Laundering Law
Issued by law no. (80) For 2002.

Egyptian Central bank

e Law No. 88 of The Year 2003
Promulgating The Law of The
Central Bank, The Banking Sector
And Money, Amended by Law No.
162 of the Year 2004 and Law No.
93 of the Year 2005.
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International Standards
e Financial Action Task Force
(FATF) recommendations.

e Wolfsburg Group Principles.

e Recommendations by Basel
Committee on Banking
Supervision.

PURPOSE

This Policy enables the IDB to promote
Compliance with internationally recognized
standards for Anti-Money laundering and
Countering the Financing of Terrorism
(AML/CFT) and thereby enhance its
governance and stewardship of development
resources and the protection of its
reputation.

Specifically, this Policy outlines the IDB’s own
standards for the prevention and detection
of Money Laundering and the Financing of
Terrorism (ML/FT) and for monitoring in
order to avoid violations of Financial
Sanctions. It enables IDB to exercise robust
oversight and management of ML/FT and
Financial Sanctions risks to ensure that the
flow of funds to, and from, the Bank and the
Bank’s own business and assets are not
tainted by ML/FT and to ensure that IDB and
its financial counterparties have established
adequate mechanisms to protect themselves
from ML/FT risks.

OBJECTIVES

Comply with all Anti - Money Laundering
Rules & Regulations of the jurisdictions it
Operates.

Require all Employees to prevent, detect and
report to the Compliance Head all

Potential instances in which IDB or its
Employees, its facilities or its activities have
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Been or are about to be used for money
laundering, terrorist financing and other
illegal activity.

Provide for a Compliance Head who shall
ensure adherence to the IDB’s Anti-
Money Laundering Policies and Procedures.

Require all appropriate Employees to attend
anti-money laundering training sessions,

So that all such Employees are aware of their
responsibilities under IDB’s policies and
procedures.

SCOPE OF APPLICATION -
ACTIVITIES

This Policy applies to all Transactions, to the
conduct of Customer Due Diligence and
investigations related to all of the IDB’s
internal and external activities particularly
with respect to ML/FT and Financial
Sanctions and the risks arising from the
receipt of funds by the Bank and use of funds
provided by the Bank as lender, grantor,
donor or otherwise in or for projects financed
by the Bank, the Bank’s external project-
related procurement and internal or
corporate procurement.

SCOPE OF APPLICATION -
PERSONS

This Policy covers due diligence and
investigations conducted on any of the
parties listed below and any person
connected to them (each a Person and,
where applicable, a Counterparty or
Counterparties):

e  Financial parties engaging with the Bank
on any Transaction including as financial
intermediaries.

e  Borrowers, contractors, sub-contractors,
consultants, vendors, suppliers, service
providers, project promoters, sponsors,
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beneficiaries and, in general, relevant
persons or entities dealing with the Bank
in its own internal or corporate
procurement or in external or project-
related procurement or otherwise
involved in activities financed by the
Bank.

e  Counterparties and other organizations
or entities with which the Bank deals in
its borrowing, lending, grant-financing,
equity, treasury or accessing of
donations activities.

e  Parties not mentioned above but
otherwise bound by special provisions,
including integrity clauses.

GENERAL APPLICATION OF
THIS POLICY

This Policy is expected to be applied broadly
and in a manner that takes account of
factors such as the specific type of
Transaction and the nature and level of risks
involved.

Application of this Policy and the
procedures issued pursuant to it will at
times require judgment, particularly
about the need to escalate concerns
internally and to keep information
confidential.

ROLE OF Compliance
responsibility

Compliance does not perform frontline work
at the operations level but will assist Staff at
the operations level. Primary responsibility
for the identification, monitoring, mitigation
and remediation of ML/FT and Financial
Sanctions risks in frontline operations work
on Transactions lies with the functional
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heads of each of the Bank’s internal units,
divisions, departments and offices.

In addition to its oversight obligations
Compliance works to assist all units,
divisions, departments, and offices that have
primary responsibility for, and conduct of,
portfolio management, to collaborate
promptly to mitigate and remediate ML/FT
and Financial Sanctions risks.

Compliance Division leads the collaboration
across all relevant units, divisions,
departments and offices in the Bank to:

e Conduct ongoing risk-based monitoring,
mitigation and remediation of ML/FT
and Financial Sanctions risks

e Respond to potential ML/FT
vulnerabilities.

e Respond to queries from Correspondent
Banks and other financial institutions
conducting Due Diligence on the Bank.

e Ensure that as far as possible the Bank
does not knowingly violate Financial
Sanctions during its operations.

KEY DEFINITIONS

Beneficial Owner Means the person who
ultimately owns and controls an account,
Property or other asset, or who exercises
ultimate control over a legal person or legal
arrangement.

Business Relationship

Means any arrangement between the Bank
and any person for conduct by the Bank of
financial transactions on a regular basis.
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Compliance

Means the Bank’s adherence to this Policy
and the procedures issued pursuant to it,
which adopt relevant rules, regulations,
standards, codes and norms to combat
Money Laundering and the Financing of
Terrorism, and for monitoring in order to
avoid violations of Financial Sanctions.

Correspondent Bank
Means a bank involved in the provision of
Correspondent Banking services.

Correspondent Banking

Means the provision of banking services
by one bank (the “correspondent bank”)
to another bank (the “respondent bank”).

Due Diligence :

Means activities and investigation intended
to obtain adequate knowledge about a
Person or Counterparty including their
Business Relationships, Transactions,
funding sources, and other business
activities to help determine that they are not
connected to Money Laundering/Financing
of Terrorism (ML/FT) and other illicit
practices. Due Diligence is conducted using
measures that are intended to be effective
and proportionate to the risks identified.

Customer Due Diligence (CDD)

Means the application of certain measures
to better understand a
customer/counterparty. CDD is a process,
not a single activity. It can be conducted in
conjunction with other risk mitigating
activities, e.g. Integrity Due Diligence.

Enhanced Due Diligence (EDD)
Means elevated due diligence measures

usually applicable to Persons classified as
high risk.

Financial Action Task Force (FATF)
Means the intergovernmental body that
develops and promotes policies to
protect the global financial system
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against Money Laundering and Terrorist
Financing.

Money Laundering

Means the use of any system, process,
procedure or operation of the Bank directly
or indirectly for the acquisition, possession,
use or processing of proceeds derived from
criminal activities or from participation in
criminal activities in order to legitimize them
and disguise their illegal origin, this process
may more specifically be defined as the:

e  Conversion or transfer of property, knowing that
such property is derived from criminal activities
or from an act of participation in any such
activities for the purpose of concealing or
disguising the illicit origin of the property or of
assisting any person who is involved in the
commission of such criminal activities to evade
the legal consequences of his actions.

e Concealment or disguise of the true nature,
source, location, disposition, movement, rights
with respect to, or ownership of, property
knowing that such property is derived from a
criminal offense.

e Acquisition, possession or use of property,
knowing at the time of receipt that it was derived
from criminal activities or from participation in a
crime.

Politically Exposed Persons or PEPs

Means persons who are or have been
entrusted with prominent public functions
and with whom the Bank is likely to interact.
PEPs are defined as individuals who are or
have been entrusted with prominent:

e  Public functions by a country, for example
Heads of State or of Government, senior
politicians, senior government, judicial or
military officials, senior executives of state
owned corporations, important political party
officials; and

e  Functions by an international organization which
includes members of senior management,
directors, deputy directors and members of the
board or equivalent functions.

Sanctions List

Means any list of sanctioned Persons
maintained by Compliance, as updated from
time to time and as may be provided for in
the Bank’s Compliance Procedures.
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Shell Bank

Means a bank that has no physical presence
in the country in which it is incorporated and
licensed, and which is unaffiliated with a
regulated financial group that is subject to
effective consolidated supervision. In this
context physical presence means meaningful
mind and management located within a
country. The existence simply of a local
agent or low level staff does not constitute
physical presence.

Staff

Means the management, (including the
President and Vice-Presidents), professional
and support staff, temporary employees,
other contracted employees, consultants,
supporters, interns and personnel on
exchange assignments without regard to
their position, rank, title, duration of
contract with, or length of service to, the
Bank.

Suspicious Transaction

Means a Transaction about which any
Person suspects or has reasonable grounds
to suspect that the funds involved are the
Proceeds of a criminal activity or are related
to the Financing of Terrorism.
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RISK MANAGEMENT

Risk Management refers to all activities
whose purpose is to anticipate adverse
events from occurring; this is achieved by
designing and implementing strategies,
processes and structures that minimize the
impact of the losses.

Risk analysis is the study of events that
affect Bank activities, and risk management
is the application of strategies to avoid or
reduce the costs of risk.

Hence, risk management and analysis
include the following:

e Investigating and identifying the sources of risk.

e  Estimating the probability and evaluating its
effects.

e Designing strategies and procedures for
controlling risk.

e The optimum application of those strategies in the
presence of uncertainty.

Risk means the eventuality or possibility that
IDB could suffer damage, keeping in mind
that the nature of its operations makes it
particularly vulnerable to be used as an
instrument to launder money and/or for the
channeling of resources for terrorist
financing, or as a means to conceal wealth
generated from these activities.

The risk of money laundering and terrorist
financing materializes in the form of
COMPLIANCE risks, REPUTATIONAL risk,
OPERATIONAL risk, and CONTAGION risk, all
of which the entity is exposed to, having
negative economic effects on its stability
when it is utilized for such activities.

Compliance Risk refers to the possibility of
losses that ERLICK COMPANY could suffer if it
is sanctioned or fined for any, or all
damages, caused by failure to comply with
the legal framework and/or contractual
agreement.

Reputational Risk refers to the possibility of
losses that the company could suffer,
whether due to the loss of prestige, being
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portrayed poorly or being subject to adverse
publicity in their role as a Securities Broker
and its business practices, which could result
in loss of customers, income or have legal
implications for the company.

Operational Risk refers to the possibility of
incurring in losses due to deficiencies,
inadequacies, or failure in the systems,
people or internal systems, or as a result of
external factors.

RISK-BASED APPROACH

This Policy is consistent with the Bank’s risk-
based approach including to operationalizing
Compliance as articulated in the Strategic
Framework. The Bank’s risk-based approach
sets the foundation for the Bank to
undertake due diligence, mitigation and
remediation measures commensurate with
the risks identified, and to enable
management to make tailored decisions
about how to effectively allocate its
resources.

The procedures issued pursuant to this Policy
will, where relevant, be underpinned by
appropriate risk assessments. These
assessments will enable the Bank to better
identify and mitigate key ML/FT and
Financial Sanctions risks before they
materialize and help to determine how the
Bank should manage their consequences or
remediate them if they arise.

RISK-BASED KNOW YOUR
CUSTOMER/COUNTERPARTY
(KYC)

AND DUE DILIGENCE

Pursuant to this Policy, the Bank adopts a
risk-based approach to designing its KYC and
CDD procedures.

Compliance will work to ensure that the
Bank, as far as possible and as necessary,
knows any material Counterparty and where
applicable the Persons exercising effective
control over that Counterparty.
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Pursuant to this Policy the Bank will issue
procedures to enable it to ascertain, as far as
possible and obtain information on, the
purpose, intended nature and full scope of its
Business Relationships with Counterparties.

Compliance works to ensure that the Bank
applies risk appropriate KYC procedures for
CDD, which are measures undertaken to
better understand a Customer/Counterparty,
including for the identification and
understanding of ownership and the control
(effective) structure of a
Customer/Counterparty and generally to:

e Avoid anonymous and fictitious
Customers/Counterparties.

e  Understand appropriate Business Relationships
with third parties related to the
Customer/Counterparty.

e  Monitor ongoing Business Relationships with
Customers/Counterparties.

The Bank will undertake risk-appropriate
measures for CDD when:

e  Establishing Business Relationships in new
Transactions.

e  Reviewing current Transactions and monitoring
established relationships with Counterparties.

e There is suspicion of ML/FT or other connection to
ML/FT in relation to any new or current
Transaction.

e The Bank has doubts about the veracity or
adequacy of Counterparty identification data
being provided, whether for a new or established
Transaction.

The Bank will ensure that as far as possible
legal terms, conditions and covenants used
in Transactions are appropriate to the level
of risk and suitably crafted to mitigate any
potential reputational and other financial
risks from ML/FT that may arise from the
engagement.

BENEFICIAL OWNERSHIP
The Bank shall work to ensure as far as
possible, accurate identification of the

Gileljal Hlaaly el o sia ¢ Aol 028 Can gan
Gl glan e J ganll g GKaY1 a8 ¢ ST (e aias
byl yiall Cal V) a4 Lalall Jaad) 8]
celidly Al 5 53

Glel ) Gubiy i) L8 Glaal o) V) Jany

A Slel ) (a5« doal ol Atadl JAad Aadal KYC
Al (5 50 ol kY ol Jaead) e o peill a3LAS
/ el ASLA dyaa @l 3 Loy ¢ Jumdl IS5 il
Al g b Gl kY

Dk lbegle Al Y danale JSi

- O saal) A8Mall (5 53 ol HlaY 5l ¢ Sland) (iias .
Bl 3 Gl ki e Janll ldle pgd .
el

b o 3kead) g i il e sal) Janl) CBle 48] 5 .
AL G k)

D) peilly Hlaliall Ayl 3A0 il o shses
L e CDD s Skead) e o yaill a5l dial)

e kaall PRI Jee dBe ey °

5 a3 A Alall O leal) A4 ) 5 xal g .
Sy A8l (5 53 ol ylaY e Al lEDlal) A5

Sla sl disa o Jhgal (et dgud dga g dic .
ool disas ol Jlsel Jue 30y 383e ff Ala nsa g
L a5 Cagas S Baaal) g AGlad) cleleall

S sl Ana e i) A & G gy Al B .
A (5 53 ol Y (e sl Jpandl (e Fediall il 4
aland) o saaal) Aldaall o) s ¢ Slilly

8 5 a5 O lalaall () clld (Sl LS il s
O5S5 A 54 5 2o @) g dayl puall (ge e ganal
5 bl 03gs Adasi yall lalaall da syl Aadle
O C28A% AaiDle 48y yhoy daiaina Jayl pall 028 (o oS5
50 Jut e Al Alaine Ale lalis
il Ly G135 jllie 5f a1 s




ultimate legal and beneficial ownership of its
Customers/Counterparties and check their
legitimacy and repute using all appropriate
measures to do so including reliance on
independent source documents (whether
public or private), data or information from
the Counterparty or other internal and
external data sources.

The Bank will investigate and take
appropriate steps to avoid, where possible,
current or proposed Transactions about
which there are Allegations, suggestions,
suspicions or risks that opaque corporate
structures or corporate vehicles (regardless of
the degree of sophistication or complexity)
are being misused to disquise beneficial
ownership of a Customer/Counterparty.

PERSONS CONVICTED OR SUBJECT TO
CRIMINAL INVESTIGATION

The Bank will not engage in Transactions
nor enter into relationships with convicted
money launderers, Terrorists or any Person
convicted of a serious criminal offence
related to ML/FT.

The Bank shall take appropriate steps to
avoid engaging in Transactions and
relationships with Persons under
investigation for a serious criminal offence
related to ML/FT.

SANCTIONED AND DEBARRED PERSONS
The Bank may monitor Sanctions Lists,
conduct risk assessments and determine in
its own discretion whether and how to
engage in Transactions or relationships with
any Person appearing on a Sanctions List
and/or otherwise debarred by another
International Financial Institution (IFI),
including any Person against whom:

e A Financial Sanction has been imposed or was
imposed and subsequently removed, regardless of
the reason for such removal.
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e Anadverse public statement has been issued by a
country, international organization or other
recognized sanctioning body.

If the Bank engages with any sanctioned or
debarred person, the Head of Compliance
shall notify the Committee of the Board of
Directors with oversight for integrity, ethics,
Compliance and accountability (Oversight
Committee) in its periodic report to the
Oversight Committee.

PERSONS LINKED TO ORGANISED CRIME

The Bank will not engage in Transactions
where there is relevant credible evidence of
existing links to organized crime and criminal
activities. Relevant credible evidence may be
provided by official sources including law
enforcement and national authorities,
international organizations and disinterested
persons.

PERSONS CONVICTED OF ILLEGAL TAX
PRACTICES

The Bank will not engage in Transactions nor
enter into relationships with any Person
convicted of illegal tax practices related to
ML/FT.

POLITICALLY EXPOSED PERSONS

The Bank will pay special attention to PEPs
and their Associates with whom the Bank
engages and take steps to ensure.

HIGH RISK PERSONS

The Bank will pay special attention to (and
undertake risk appropriate measures,
including choosing not to engage with) any
Person or any Transaction classified by
Compliance to be “high risk” for the
purposes of this Policy and the procedures
issued pursuant to it.

The Bank will take into account of any
relevant mitigating factors for its
classification of a Person, Transaction or
sector as “high risk”.
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MONITORING PROJECTS WHERE PERSONS
ARE SUBJECTED TO ENHANCED DUE
DILIGENCE

Where a Person involved with a Transaction,
project of other engagement has been
subjected to EDD and the Bank proceeds
with the Transaction project or other
engagement, the Bank may monitor any
ML/FT risks and any relevant Financial
Sanctions for the life of the Transaction,
project or other engagement.

USE OF FICTITIOUS NAMES

The Bank shall not conduct business with
any anonymous Counterparty or a
Counterparty that uses a fictitious name.

SUSPICIOUS TRANSACTIONS

The Bank shall take pre-emptive steps to
ensure that it avoids engaging in
Transactions which can reasonably be
believed to be regarded as Suspicious
Transactions.

All Transactions reasonably believed to be
Suspicious Transactions shall be immediately
reported to Compliance.

The Bank is not subject to any law or other
regulatory requirement to report Suspicious
Transactions to any external competent
authorities however, Compliance may, after
consulting with the President, notify the
competent authority in any Member Country
or other country of the existence of a
Suspicious Transaction without prejudice to
the privileges, rights and immunities of the
Bank as an international organization.

SHELL BANKS

The Bank shall not conduct Transactions
with or on behalf of Shell Banks and their
Affiliates.

CORRESPONDENT BANKS

The Bank shall conduct appropriate risk-
based KYC and CDD measures when dealing
with Correspondent Banks including the
undertaking of measures to:
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e Gather sufficient information about the
Correspondent Bank’s business to determine from
public information the reputation of the
Correspondent Bank, and to understand fully the
nature of its business and quality of its
supervision/regulation including whether the
institution has been the subject of an
investigation or regulatory action related to
ML/FT.

e  Assess the Correspondent Bank’s AML/CFT
controls including through the use of periodic
surveys and questionnaires.

e  Ensure that the Correspondent Bank does not
permit its accounts to be used by Shell Banks.

COUNTERPARTY COMPLIANCE

The Bank shall apply appropriate procedures
to confirm counterparty compliance with
internationally accepted ML/FT standards
and best practices.

Where applicable the Bank shall ensure that
its Counterparties which are requlated
financial institutions and those with whom it
holds correspondent banking relationships
are compliant with their local laws and
regulations and with international standards
and best practices for ML/FT compliance.

NOTIFICATION OF COMPLIANCE
The Bank may from time to time, notify its
Counterparties of its own compliance status.

FINANCIAL SANCTIONS

The Bank shall take appropriate steps to
monitor Financial Sanctions on its Sanctions
List in order to avoid deliberately violating
those Financial Sanctions which are relevant
to the Bank’s role and functions as an IFI.

The Bank shall maintain for at least ten (5)
years all necessary records on Transactions
and information obtained through CDD
measures or under this Policy.

REVIEW

The Board of Directors through its Oversight
Committee, may commission a review of this
Policy, within the first three years of its
operationalization and at least once every
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five years thereafter, as necessary, to help
ensure its effectiveness.

OVERSIGHT AND IMPLEMENTATION
Pursuant to the Strategic Framework,
Compliance directly oversees this Policy.
Management of the Bank bears primary
responsibility for working with Compliance to
ensure effective implementation of, and
adherence to, this Policy.

CUSTOMER ACCEPTANCE

Customer acceptance will be based on the
following guidelines:

e Those who can’t be properly identified
will NOT be accepted.

e Customers who have been blacklisted as
“blacklist Customers” by IDB will NOT
Be accepted.

e Customers listed under OFAC SDN watch
list and/or United Nation’s “Consolidated
List” will NOT be accepted.

o IDB will NOT establish business
relationships with “anonymous
customers” or those who use fictitious
names.

o Those who hold businesses that due to
the nature of the business make it
impossible to verify its legitimacy or that
of the funds being inconsistent with their
financial status will NOT be accepted.

o Itis arequirement of IDB that customers
submit the relevant documentation in
Due course and proper form, and those
who fail to comply will NOT be accepted
as customers.

e Those people who are suspects, based on
reliable information, of being involved in
any sort of criminal activities, mainly
related to drug trafficking, terrorism and
organized crime will NOT be accepted.
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CUSTOMER RISK
CATEGORIZATION

The Risk Factors considered and
Methodologies used in the categorization
approach are listed below.

IDB has considered the following risk factors:

e Geographic location

Customers considered as high risk due to

their geographic location are those who have

substantial connections in a high-risk
country/city, that is:

a) Customers that hold property, residence,
offices or headquarters in a high-risk
Country.

b) Customers whose majority shareholders
or beneficiary owners are located in such
Countries.

c) If there are any other substantial
connections/links that might be
identified.

o Activity

There are certain business and/or industrial
activities that due to their nature are more

likely to be used for money laundering and

terrorist financing.

(Casinos, Gaming Centers, Racetracks /
Money Remittance Companies / Non-
Governmental Organizations (NGOs)
/Financial Investment Corporation (S.A.F.l.) /
Arms, weapon manufacturers, distributors
and dealers / Precious metals distributors
and dealers

Antique dealers /Professionals who act as
intermediaries (Lawyers or accountants that
manage their customer’s / funds in their
accounts) / Auction houses /Real Estate
Companies / Construction Companies in
touristic areas/ Hotels/ Cash-intensive
businesses (such as supermarkets,
restaurants/bars, duty-free shops, parking
garages, etc.)
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o Politically Exposed Persons (PEPs)

Public corruption is considered as prominent
cause for money laundering. This is why
having ties with people who hold or have
held prominent public functions or others
who are closely connected with them, family
members or close associates, might pose a
legal or reputational risk to our Entity.

Politically Exposed Persons (PEPs) are those
who have a high political profile, who hold
or have held public office, whether in their
country or abroad, such as heads of state or
government, politicians, high-ranking
government officials, senior judicial officials,
high-ranking officer in an armed force,
political party leaders, members of the
board or senior executives of state-owned
companies and entities, Having business
relationships with PEPs family members,
close associates or companies controlled
whether directly or indirectly by PEPs
represent risks to the reputation of the
company similar to those damages caused to
the reputation of PEPs themselves.

These three groups are defined as follows:

1- Spouse; Parents or the spouse or partner
of a parent; Child or the spouse or partner of
a child; Siblings.

2- Any person who is publicly known to have
close business relations with the PEPs.

3- Companies in which the PEP is the
majority shareholder (holding over 50% of
the assets/equity) or final beneficiary
(holding corporate will).

If corrupted PEPs were to use the services of
our company, it would cause irreparable
damage to our reputation and therefore
lead to distrust of the general public. This is
why we must have access to information
about the new customer and evaluate all the
public information there is available in order
to decide whether or not the new customer
falls under the PEP category.

It is not realistic to think that we will be able
to investigate every family member,
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business or political associate of the
potential customer. We will decide the need
to go more in-depth with the investigations
depending on the potential customer’s
volume of transactions, behavior patterns,
background, reputation of their country of
origin, how reasonable their explanations
are, etc. We should remember, however,
that it is very unlikely that PEPs (or their
family members or friends) will come
forward and introduced themselves as such.
It is possible that many will try to disguise
their status.

IDB categorizes customers under three risk
levels (low, high and Very high) depending
on the information collected at the opening
of the account and the ongoing due
diligence . IDB categorizes the risk factors
taken into account and classifies them
according to the following matrix;

Risk level Elements

) HighRisk | High Risk IR LI

High L . Customer
Activity Countries .

Categories

Customer Acceptance level will depend on
the risk rating assigned to that customer.

Risk Authority Levels
level Level (1) Level (2)

Head of
Business

Compliance
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CUSTOMER
IDENTIFICATION
The main purpose of Customer Identification | s yall (e XU g8 Jaerd) 3558 (g s Jl) (a2l

is making sure you know, within reason, the aall Agaal) 4 gell ¢ Jsmall 3 gan 8 ¢ Aiaal)
true identity of the customer.

All customers must be identified by any of Clatiie e (51 IMA e o Dleall man st aay
the following identity documents: Al 4 5l
Individual Legal Entities Al L A

- National ID. - Memorandum and pUaill 5 i) e e f‘u‘ Ak, -
- Valid Passport for | articles of association () G 7 -
foreigners. - Certificate of Jand) ) Gl salgss - :\tfd”':“
- Valid Visa for incorporation (Recent (oY) ol 2:1:);
foreigners. Commercial register). A pa Aty - o ol S‘)‘jm;,, i
- Utility Bill "in case | - Tax Card. sl QBN iy QB0 - |l 23"l S
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of non-resident

customers .




Updating Information

IDB are periodically updating its customer's
identification data and documentation.

. Updating
Risk . . .
level information Triggered Base Events
periodicity

No transaction will be carried out with the
customer if their identification information is
pending or out of date.

CONTROL OF SUSPICIOUS
TRANSACTION

In order to identify suspicious or unusual
transactions IDB will put in place permanent
controls over the activities of its customers.
There are two types of controls of the
transactions:

Decentralized

All employees at IDB must, while attending
to their day-to-day business practices, be
alert to detect and report any unusual
activity that might arise.

All employees must pay attention to any Red
Flags that might come up during the
transactions or

Activities of the customers they attend to.

They must verify the transactions carried out
by their customers in order to detect those
that seem unusual either due to their
volume, type of operation, reiteration or
lack thereof. If they do find unusual
transactions, staff must report the
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transaction and enclose all the supporting
documentation and evidence of their
analysis. This report will be sent to the
Compliance Head.

Centralized

The Compliance must monitor the
transactions carried out by customers in
order to spot any unusual activity that might
occur.

In order to do so, a scheme of Red Flags and
Controls has been defined, based on the
customer’s risk rating and certain predefined
follow-up parameters.

RECORD KEEPING

The following information must be kept; in
case it is ever requested by the Regulatory
bodies:

e  Documentation necessary for the
Identification and/or Know Your
Customer policies. This Information
will be kept for a minimum of 5
years after the relationship with the
customer Ended.

e Original documentation or certified
copies, for a minimum of 5 years
since the execution of the
transactions or operations.

e Unusual Operations Report and all
supporting documentation, for 5
years after these were issued.

e Acopy of every STR issued, together
with the supporting documentation,
for a minimum of 5 Years since the
date of the report.

CONFIDENTIALITY

IDB's Staff are under express prohibition to
disclose the fact that information has not
been sent to or requested from the
regulatory to any person involved or
connected to the suspicious transaction
report or to any third party, nor shall they
make any reference whatsoever about the
case.
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Any actions taken connected to the
prevention of money laundering shall be
treated with utmost Reserve and
confidentiality.

STAFF TRAINING

IDB believes that creating a compliance and
control culture among its employees is the
Best tool to combat money laundering.
Therefore, there’s an ongoing effort to
promote staff training, development and
awareness programs around the many
aspects that comprise the laundering of
criminal proceeds and terrorist financing.

INDUCTION COURSE

This course aims to inform newly hired
employees about the policies and procedures
related to the prevention against money
laundering as well as raising awareness about the
risks for the institution being used for the
fulfillment of these illegal purposes. This course
must be conducted within 60 days of the date of
beginning of employment.

PERIODIC COURSES (ON SITE AND/OR
ONLINE)

There will be at least one course a year, for all
IDB employees to attend.

COURSES ABOUT "UPDATES IN
REGULATIONS"

Staff must always be updated about existing
regulations. In order to do so a course will be
conducted every time the Compliance Head
deem it necessary.

COURSE SUBJECTS
Staff in IDB will be trained in the following
areas:
o Trends in the prevention of money
laundering
o Domestic legal framework and
regulations
. Client Identification
o Know Your Customer
. Customer’s Risk Profile
. Decentralized monitoring of
Transactions
o Unusual/Suspicious Transactions
Report
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o Money laundering and Terrorist
Financing Methodologies
. FATCA

If possible, staff will be tested on these areas to
evaluate understanding and knowledge
acquisition. The certificate of attendance and
test results will be filed in the employee’s
dossier.

The Compliance Department will keep record of
all training courses conducted as well as the staff
that attended and obtained passing marks.

The senior management and the branches
management will attend at least one

Training course a year conducted by a third party,
independent from IDB.

e apll ¢ Sl 13 VLl 038 (A il gl LA S
LlaaY) ol 5 OVl s3] alidl agagd 5 agibasiin
uk;d\ula‘;)bhy‘@u)‘)yaﬂ \EJL@.&L_:

‘;’m A il sl @A;.‘Me‘)ﬂy‘ EJ\J).EASAS 5
ul;‘)J‘_;cha;}\})m;wﬂ\ugﬂaﬂ\‘ﬂlﬁjiuﬁi
Ll Slaay) s o Al

'JBY\"Ar_@Jﬁﬁ)}&&jﬂ\ﬁ)\dﬁ\}\:\lﬂ\EJ\.\:Y\‘)ﬁaﬂu
Laiil) eliy (e Alile ¢ A1 dga gy oo Al Al
deliall




